
© 2020 by Zabbix. All rights reserved

5.0

Certified Specialist Training
Day 5



© 2020 by Zabbix. All rights reserved 2TheoryZabbix 5.0 Certified Specialist ǒ

COPYRIGHT NOTICE
Rules

It is prohibited to make any video and/or audio recordings during the whole period of this course.

This course is intended only for the officially enrolled student. Subject to the Copyright Notice below, student is not allow ed to 
share his credentials for attending this course, to allow others to join and take part, or otherwise make use of these Materi als.

Copyright notice

© Zabbix, 2020. All rights reserved.

Unless otherwise indicated, Zabbix owns the copyright and other intellectual property rights in the text, graphics, informati on,
designs, data, verbal/audio/video presentations and files, comments, drawings, exam questions and exam answers, and other 
training content, lab manuals and practical tasks, and training courses themselves (further ɀMaterials).

The Materials are protected by watermarks, copyright statements, and other means. It is prohibited to remove any of watermark s 
and copyright statements, or in any other way to amend or change content or appearance of the Materials.

Any unauthorized reprint, publication, reproduction, sharing, or use of Materials is prohibited. No part of Materials may be 
reproduced, transmitted, or published in any form or by any means, electronic or mechanical, including photocopying, recordin g, 
or by any information storage and retrieval system without the express signed written permission from Zabbix.

All course Materials made available to the student during the course of the training may be used solely by the student enroll ed in 
the relevant course for personal and educational purposes only. Materials provided to the student should be treated as 
confidential information shared with student only for the purpose of student performing Zabbix Certified training.

The student acknowledges that damages alone would not be an adequate remedy for the breach of this copyright and the student 
shall be entitled to the granting of equitable relief concerning any threatened or actual breach of any of the provisions of thi s 
Copyright notice.
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Zabbix server health
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ZABBIX SERVER HEALTH
Monitor your monitoring system.

Internal item keys:
ÅSyntax: zabbix[<parameters>]

Examples:

Internal items are collected by Zabbix server daemon's "self -monitoring" subprocess.

Templates, available out -of -the -box:
Å"Template App Zabbix Server"

Å"Template App Zabbix Proxy"

On fresh installations "Zabbix server" host is created and monitored.

https://www.zabbix.com/documentation/current/manual/config/items/itemtypes/internal

Day 5

Item key Description

zabbix [boottime ] Startup time of Zabbix server or Zabbix proxy process in seconds.

zabbix [preprocessing_queue ] Count of values enqueued in the preprocessing queue.

zabbix [process,<type>,<mode>,<state>] Time a particular Zabbix process or a group of processes 
(identified by <type> and <mode>) spent in <state> in percentage. 
It is calculated for the last minute only.
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ZABBIX SERVER HEALTH
Zabbix components:

Caches (configuration, value, vmware , etc.)

Internal processes (configuration syncer, history syncer, self-monitoring, etc.)

Data gathering processes ( poller , trapper, icmp pinger , etc.)

Monitoring > Dashboards > Zabbix server health

Day 5
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Trainer's demo
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Configuration files
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CONFIGURATION IN DETAIL

Zabbix server configuration parameters:

/etc/zabbix/ zabbix_server.conf
Åhttps://www.zabbix.com/documentation/current/manual/appendix/config/zabbix_server

Zabbix agent daemon configuration parameters:

/etc/zabbix/zabbix_agentd.conf
Åhttps://www.zabbix.com/documentation/current/manual/appendix/config/zabbix_agentd

Day 5

!! Server or agent must be restarted after configuration parameter changes.

https://www.zabbix.com/documentation/current/manual/appendix/config/zabbix_server
https://www.zabbix.com/documentation/current/manual/appendix/config/zabbix_agentd
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Zabbix administration
General settings

Day 5
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ADMINISTRATION - GENERAL CONFIGURATION
Administration > General 

Global server settings, defaults and frontend customization

Available only to "Zabbix Super Administrators"

.../5.0/manual/ web_interface / frontend_sections /administration

Day 5

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/administration
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ADMINISTRATION - GUI
Customization of several frontend -related defaults.

Default theme for users who have not set a specific one in their profiles.

Limit for search and filter results:
ÅMaximum amount of elements (rows) to be displayed in web -interface lists.

ÅExample: set to 100 - only 100 elements (items, hosts, templates) will be displayed, and bottom of 
the page will show:

Max number of elements to show inside a table cell.

Show warning if Zabbix server is down. 

Day 5
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ADMINISTRATION - AUTOREGISTRATION
Configure the encryption level for active agent autoregistration .

Encryption level (one or both):
ÅNo encryption - unencrypted connections are allowed.

ÅPSK - TLS encrypted connections with a pre -shared key are allowed.

ÅPSK identity:

Åpre -shared key identity string;

Åavailable, if 'PSK' is selected;

Åis transmitted unencrypted over the network to inform a receiver which PSK to use.

PSK:
Åpre -shared key (an even number of hexadecimal characters);

Åmax length varies based on encryption library used.

Day 5
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ADMINISTRATION - HOUSEKEEPING
The housekeeper is a periodical process, executed by Zabbix server.

Removes outdated information 

Information deleted by user

After removing an item/trigger:

Deletes generated problems

Removes historical data

Override item history/trends period:

Overrides values set for individual items

Won't affect items with "Do not keep history/trends"

Day 5
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ADMINISTRATION - IMAGES
Images are stored in the database.

The Type selector in the upper right corner allows you to switch between:
ÅIcons (used to display network map elements)

ÅBackgrounds (used as background images of network maps)

Adding an image:
Åpress [Create icon];

Åbrowse for the icon file;

Åname it;

Åpress [Add].

Day 5

!! Maximum image size is limited by: ZBX_MAX_IMAGE_SIZE, which is 1024×1024 bytes or 1 MB.
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ADMINISTRATION - ICON MAPPING
Create mapping of certain hosts with certain icons.

Host inventory field information is used to create mapping.

Used in maps configuration to assign appropriate icons to matching hosts automatically.

To create a new icon map, click on [Create icon map] in the upper right corner.

Day 5
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ADMINISTRATION- GLOBALREGULAREXPRESSIONS

Perl Compatible Regular Expressions (PCRE) are supported

Expression can be used in several places by referring to its name prefixed with "@"

Day 5

regexreference
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ADMINISTRATION- REGULAREXPRESSIONBUILDER

Press [New regular expression] button to add a new expression. Expressions tab 
allows to set name and add subexpressions.

If several subexpressions are defined, Zabbix uses AND logical operator to calculate the 
result.

The Test tab allows to test e xpressions with any test string you provide.

https://www.zabbix.com/documentation/5.0/manual/regular_expressions

Day 5

https://www.zabbix.com/documentation/5.0/manual/regular_expressions
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ADMINISTRATION - MACROS
This section allows to define system -wide macros.

Two types:
ÅText - value visible to other users

ÅSecret - masked value

Adding a description is also supported.

https://www.zabbix.com/documentation/5.0/manual/config/macros/usermacros

Day 5
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ADMINISTRATION - VALUE MAPPING
Manage value maps.

Used to present incoming data in a human -readable format.

Can be exported/imported.

https://www.zabbix.com/documentation/5.0/manual/config/items/mapping

Day 5
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ADMINISTRATION - WORKING TIME
System-wide parameter, which defines working time.

Working time - white background in graphs.

Non -working time ɀgrey.

See Time period specification page for description of the time format.

Support of user macros.

Day 5
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ADMINISTRATION - TRIGGER SEVERITIES
Customize trigger severity names and colors.

Paste a new color code or select a color from the palette.

https://www.zabbix.com/documentation/5.0/manual/config/triggers/customseverities

Day 5

!! If frontend translations are used, custom severity names will override translated names.
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ADMINISTRATION- TRIGGERDISPLAYINGOPTIONS

Customize how trigger status is displayed in the frontend.

Enable: "Use custom event status colors" option to make adjustments.

Different colors for acknowledged/unacknowledged problems.

Set custom time period for:
Ådisplaying OK triggers;

Åblinking upon trigger status change.

ÅTime suffixes are supported in the period fields, e.g. 5m, 2h, 1d

Day 5

!! Maximum value is 86400 seconds (24 hours). 
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ADMINISTRATION- FRONTENDMODULES

Frontend modules:

view all registered modules;

available to Zabbix Super Admin user type only;

allow to enable or disable specific module;

new modules are added in the disabled status;

every module has its own configuration page.

Day 5
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ADMINISTRATION- OTHERCONFIGURATIONPARAMETERS

Additional frontend parameters:

Refresh unsupported items
Åhow often to check unsupported items

Group for discovered hosts ɀfor:
ÅNetwork discovery

ÅAgent autoregistration

Default host inventory mode - affects:
ÅNew hosts

ÅHost prototypes

User group for database down message:
ÅUser group for sending alarm message or 'None'

ÅNotification consists of the following content

Å [MySQL|PostgreSQL|Oracle ] database <DB Name> [on <DB Host>:<DB Port>] is not available: <error 
message depending on the type of DBMS (database)>

Log unmatched SNMP traps:
ÅCheck to log SNMP traps to zabbix_server.log if no corresponding SNMP interfaces have been 

found.

Day 5
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Zabbix administration

Day 5
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ADMINISTRATION - PROXIES
Administration > Proxies

Listing of existing proxies with their details:

Mass editing options:
ÅEnable hosts - change the status of hosts monitored by the proxy to Monitored.

ÅDisable hosts - change the status of hosts monitored by the proxy to Not monitored.

ÅDelete - delete the proxies.

.../5.0/manual/ web_interface / frontend_sections /administration/proxies

Day 5

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/administration/proxies
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ADMINISTRATION - AUTHENTICATION
Administration > Authentication

Supported mechanisms:

Internal

LDAP

HTTP
ÅAny mechanism supported by 

the web server.

SAML 2.0 authentication

.../5.0/manual/ web_interface / frontend_sections /administration/authentication

Day 5

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/administration/authentication
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ADMINISTRATION- AUTHENTICATIONTYPES

By default, internal Zabbix authentication is used globally.

Usernames and passwords are stored in Zabbix database.
ÅNew users already have strong password encryption.

ÅUsers that upgrade to 5.0 need to reset passwords for all users, so that they can use the new 
encryption instead of md5

To change authentication type:

HTTP - navigate to the HTTP settings tab and enter authentication details.

LDAP - select LDAP as Default authentication and enter details in the LDAP settings tab.

SAML - navigate to the SAML settings tab and enter authentication details.

Different authentication types can be used at the same time.

For example, some users may use LDAP, others Internal authentication.

Day 5
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ADMINISTRATION - USER GROUPS
User group list:

Shows user count

Shows individual members

.../5.0/manual/ web_interface / frontend_sections /administration/ user_groups

Day 5

User group properties:

Members

All access rights are group -based

Special groups

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/administration/user_groups
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ADMINISTRATION - USER GROUPS
Administration > User groups:

Group users for organizational purposes

Assign permissions

Control frontend access

Switch debug mode on/off 

Day 5
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ADMINISTRATION- ASSIGNINGPERMISSIONS

Select host groups and set access levels.

"Include subgroups" option allows to access nested groups

Day 5

!! Permissions can be assigned on the user - group level only!
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ADMINISTRATION- PERMISSIONASSIGNING

The Tag filter tab.

Tag-based permissions to allow user groups see problems filtered by tags.

Day 5
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ADMINISTRATION - USER GROUPS
Special groups:

Guests
ÅFor limited users (no access to anything by default)

Disabled:
ÅDeny access to frontend and API

Enable debug mode:
ÅDiagnose performance problems with frontend pages

No access to the frontend:
ÅAPI accessworks even if frontend access is denied

Recommended settings if using external authentication:

create user group "Internal users";
Åset Frontend access to Internal

have at least one Super Admin with internal authentication.

Day 5
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ADMINISTRATION - USER LIST
Major details:

Is online/last access

Login blocking:
ÅAfter unsuccessful logins

ÅSuper Admin can unblock

Access details:

Frontend access

Debug mode

Status

Day 5

!! Blocking settings can be changed in / usr /share/zabbix/include/ defines.inc.php file 
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ADMINISTRATION - USER DETAILS
Details:

Alias/username, name, surname

Password reset

Group membership

Frontend language and theme

Auto -login and logout

Refresh

Rows per page

URL after login

Media

Users can set some of these in their profiles.

https://www.zabbix.com/documentation/5.0/manual/config/users_and_usergroups/user

Day 5
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ADMINISTRATION- USERMEDIA AND PERMISSIONS

The Media tab contains a list of all media defined for the user.

The Permissions tab contains information about the user type and host groups the user 
has access to.

Day 5
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Zabbix User:
ÅHas access to the Monitoring, Inventory and Reports menus.

ÅNo access to any resources by default.

ÅAny permissions to host groups must be explicitly assigned.

Zabbix Admin:
ÅHas access to the Monitoring, Inventory, Reports and Configuration menus.

ÅHas no access to any host groups by default.

ÅAny permissions to host groups must be explicitly given.

Super Admin:

Has access to everything.
ÅCan't revoke access by denying specific host groups.

ADMINISTRATION - PERMISSION SYSTEM

https://www.zabbix.com/documentation/5.0/manual/config/users_and_usergroups/permissions

Day 5

User type

Permissions Zabbix user Zabbix admin Zabbix super admin

Read-Write Read only Full Full

Read only Read only Read only Full

Deny None None Full

!! Read- Write overrides Read only.
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ADMINISTRATION - FRONTEND SCRIPTS
Available in (click on a host name ɀthe menu will pop -up):

Monitoring > Hosts

Problems

Dashboard

Maps

Overview

Exit code is checked.

.../5.0/manual/ web_interface / frontend_sections /administration/scripts

Day 5

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/administration/scripts
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ADMINISTRATION - FRONTEND SCRIPTS

Day 5
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ADMINISTRATION - FRONTEND SCRIPTS

Parameter Definition

Name Unique name of the script (<submenu/submenu.../>script).

Type Script or IPMI command.

Execute on Script will be executed on Zabbix server, proxy or agent.

Commands All commands to be executed within the script.
Some macros are supported.

User/host group User/host group that the script is available.

Required host permission Permission level for the host group (Read or Write).

Enable confirmation Display a confirmation message before executing the script.

Confirmation text Custom confirmation text for the confirmation popup.

Day 5
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AUDIT
Reports > Audit

Track log in/log out of users.

View records of changes made in the frontend.
ÅTime

ÅIP address of connected user

ÅUsername

ÅAction

ÅID

ÅDescription

ÅDetails

.../5.0/manual/ web_interface / frontend_sections /reports/audit

Day 5

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/reports/audit


© 2020 by Zabbix. All rights reserved

ii

43TheoryZabbix 5.0 Certified Specialist ǒ

ADMINISTRATION - ACTIONS LOG
Reports > Action Log

Displays details of executed operations within actions.
ÅNotifications (emails, sms, etc.)

ÅRemote commands and scripts

.../5.0/manual/ web_interface / frontend_sections /reports/ action_log

Day 5

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/reports/action_log
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ADMINISTRATION - QUEUE
The Queue:

is for expected arrival of values (nothing received);

shows amount of items per type;

displays only items with update intervals;

is retrieved directly from Zabbix server using JSON protocol (available only if Zabbix server 
is running).

https://www.zabbix.com/documentation/5.0/manual/config/items/queue

Day 5
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ADMINISTRATION - QUEUE
Per proxy information:

Queue details provide opportunity to view delayed items:

Day 5
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QUEUEDURING AN ISSUE
Should have received data N seconds/minutes ago, but did not.

The queue is retrieved directly from Zabbix server.

Possible reasons:

Zabbix proxy/agent is down or misconfigured.

Check is slow/timed out.

Performance issue (Zabbix server, proxy or DB).

Day 5

!! Use special internal item zabbix[queue,<from>,<to>] monitor the queue in Zabbix
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1. Create a frontend script:
Name: Zabbix/Zabbix configuration cache reload

Commands: zabbix_server -R config_cache_reload

2. Give proper permissions to Zabbix Administrators to allow them 
run the script.

3. Limit script execution to Zabbix server host group only.

4. Make sure your script works.

Configure server for the " Detect operating system " script to work

20mDay 5

http://167.172.105.23/zabbix/zabbix.php?action=script.edit&scriptid=3
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Q&A
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Visualisation
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Graphs
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GRAPHS - OVERVIEW
Graphs:

Create visual representation of what is going on ɀinstead of viewing just numbers

Grasp the data flow at a glance

Correlate problems

Trace when something has started

Make a presentation of future issues (when something might become a problem)

An easy way to look deep into history and compare data.

Zabbix provides users with:

Built -in simple graphs of single item data.

The possibility to create complex customized graphs.

Quick access to a comparison of several items through the ad -hoc graphs.

Modern customizable vector graphs.
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GRAPHS - OVERVIEW
Time period selector:

Allows to select common required periods with a single mouse click.

The From/To fields display the selected period in either:
ÅAbsolute time syntax in the format: yyyy-MM-dd hh:mm:ss

ÅRelative time syntax - can contain mathematical operations ( - or +)

ÅOne: now -1d, now -1w, now -1y

ÅOr several: now -1d-2h+5m, now -1M-12h+30m

https://www.zabbix.com/documentation/current/...# time_period_selector
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https://www.zabbix.com/documentation/current/manual/config/visualisation/graphs/simple#time_period_selector
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Monitoring > Latest data

Simple graphs provide an easy and fast way to visualize item data.

Simply click on the Graph link for the respective item to open the graph.

Zoom in using the mouse.

SIMPLE GRAPHS (AD-HOC)

Day 5
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SIMPLE GRAPHS (AD-HOC)
Select several items and switch between:

Stacked

Normal
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