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COPYRIGHT NOTICE

Rules
It is prohibited to make any video and/or audio recordings during the whole period of this course.

This course is intended only for the officially enrolled student. Subject to the Copyright Notice below, student is not allow ed to
share his credentials for attending this course, to allow others to join and take part, or otherwise make use of these Materi als.

Copyright notice
© Zabbi x, 2020. A\ | ri gt s 1 eseriyvai

Unless otherwise indicated, Zabbix owns the copyright and other intellectual property rights in the text, graphics, informati on,
designs, data, verbal/audio/video presentations and files, comments, drawings, exam questions and exam answers, and other
training content, lab manuals and practical tasks, and training courses themselves (further Z Materials).

The Materials are protected by watermarks, copyright statements, and other means. It is prohibited to remove any of watermark S
and copyright statements, or in any other way to amend or change content or appearance of the Materials.

Any unauthorized reprint, publication, reproduction, sharing, or use of Materials is prohibited. No part of Materials may be
reproduced, transmitted, or published in any form or by any means, electronic or mechanical, including photocopying, recordin g
or by any information storage and retrieval system without the express signed written permission from Zabbix.

All course Materials made available to the student during the course of the training may be used solely by the student enroll ed in
the relevant course for personal and educational purposes only. Materials provided to the student should be treated as
confidential information shared with student only for the purpose of student performing Zabbix Certified training.

The student acknowledges that damages alone would not be an adequate remedy for the breach of this copyright and the student
shall be entitled to the granting of equitable relief concerning any threatened or actual breach of any of the provisions of this
Copyright notice.
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Zabbix server health
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ZABBIX SERVER HEALT}

Monitor your monitoring system.

“Internal item keys:
A Syntax: zabbix[<parameters>]

“  Examples:

ltem key Description

zabbix [boottime ] Startup time of Zabbix server or Zabbix proxy process in seconds.
zabbix [preprocessing_queue ] Count of values enqueued in the preprocessing queue.
zabbix [process,<type>,<mode>,<state>] Time a particular Zabbix process or a group of processes

(identified by <type> and <mode>) spent in <state> in percentage.
It is calculated for the last minute only.

“-Internal items are collected by Zabbix server daemon's "self -monitoring" subprocess.

+Templates, available out -of-the -box:
A "Template App Zabbix Server"
A "Template App Zabbix Proxy"

0On fresh installations "Zabbix server" host is created and monitored.

@ https://www.zabbix.com/documentation/current/manual/config/items/itemtypes/internal

Z Zabbix 5.0 Certified Specialist 0 Day 5 © 2020 by Zabbix. All rights reserved




ZABBIX SERVER HEALT}

Zabbix components:
- Caches (configuration, value, vmware , etc.)
- Internal processes (configuration syncer, history syncer, self-monitoring, etc.)
- Data gathering processes ( poller , trapper, icmp pinger, etc.)

Monitoring > Dashboards > Zabbix server health

Values processed per second Utilization of data collectors Utilization of internal processes
18 100 % 100 %
16
14 80 % 80 %
1.2
60 %
1.0 2020-04-03 14:37:30
0.8 W Zabbix server: Number of processed character values per second: 0
M Zabbix server: Number of processed log values per second: 0 2020-04-03 14:49:22
08 M Zabbix server: Number of processed not supported values per second: 0
M Zabbix server: Number of processed numeric (float) values per second: 0.9824 B Zabbix server: Utilization of discoverer data collector processes, in %: 0 %
04 . o L
Zabbix server: Number of processed numeric (unsigned) values per second: 0.3497 B Zabbix server: Utilization of http poller data collector processes, in %: 0 %
02 Zabbix server: Number of processed text values per second: 0.1166 W Zabbix server: Utilization of icmp pinger data collector processes, in %: 0 %
Zabbix server: Number of processed values per second: 1.4486 B Zabbix server: Utilization of poller data collector processes, in %: 0.006774 %
0 Zabbix server: Utilization of prews: mellar data sallnstar nennneene in 04: A 04
4-03 14:40 4-03 14:56 4-03 15:13 4-03 15:29 4-0314:42 Zabbix server: Utilization of {

2020-04-03 15:27:37
Zabbix server: Utilization of (

Cache usage Value cache effectivencss B Zabbix server: Utilization of LLD manager internal processes, in %: 0 %
100 % 18vps B Zabbix server: Utilization of LLD worker internal processes, in %: 0 %
W Zabbix server: Utilization of alert manager internal processes, in %: 0 %
16 vps B Zabbix server: Utilization of alert syncer internal processes, in %: 0.01693 %
ey B Zabbix server: Utilization of alerter internal processes, in %: 0 %
14 vps B Zabbix server: Utilization of configuration syncer intemal processes, in %: 0.304 %
" B Zabbix server: Utilization of escalator internal processes, in %: 0 %
121pe B Zabbix server; Utilization of history syncer internal processes, in %: 0.02117 %
ok x I8 Zabbix server: Utilization of housekeeper internal processes, in %: 0 %
2020-04-03 14:38:37 Zabbix server: Utilization of preprocessing manager internal processes, in %: 0 %
s Zabbix server: Utilization of preprocessing worker internal processes, in %: 0 %
40 % M Zabbix server: Zabbix configuration cache, % used: 10.3509 % : server: Utilization of self-monitoring intemal processes, in %: 0 %
M Zabbix server: Zabbix history index cache, % used: 0.2506 % 2020-04-03 14:35:58 server: Utilization of task manager internal processes, in %: 0 %
n i 9
- n i::z:: :xz. i:zz:: ::zt‘zri\:l:i:::zi;::::jdé02:::9 % b Zabbix server: Zabbix value cache hits: 14 4838 vps server: Ulilization of timer internal processes, in %: 0 %
Zabbix server: Zabbix value cache, % usad: 1.3042 % & B Zabbix server: Zabbix value cache misses: 0 vps - ‘
0% - 0vps - - V]
4-03 14:42 4-03 15:00 4-03 15:17 4-03 14:36 4-03 14:54 4-0315:12 4-03 15:29 4-03 14:40 4-03 14:56 4-03 15:13 4-03 15:29
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Configuration files
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CONFIGURATION IN DETAIL

Zabbix server configuration parameters:

“-[etc/zabbix/ zabbix_server.conf
A https://www.zabbix.com/documentation/current/manual/appendix/config/zabbix server

Zabbix agent daemon configuration parameters:

-/ etc/zabbix/zabbix_agentd.conf
A https://www.zabbix.com/documentation/current/manual/appendix/config/zabbix agentd

@ Server or agent must be restarted after configuration parameter changes.
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ADMINISTRATION- GENERAL CONFIGURATION

Administration > General
- Global server settings, defaults and frontend customization
- Available only to "Zabbix Super Administrators"

ZABBIX i GU| v

GUI

Autoregistration
Housekeeping
Monitoring Images

Icon mapping

Inventory

Regular expressions

Reports Macros

Value mapping

Configuration Working time

. ) Trigger severities
Administration 99

Trigger displaying options
General Modules
Proxies Other

@ .../5.0/manual/ web interface /frontend sections /administration
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ADMINISTRATION- GUI

Customization of several frontend -related defaults.

GUI v
Default theme |Blue 2
* Limit for search and filter results 1000
* Max count of elements to show inside table cell 50

Show warning if Zabbix server is down |v

Update

- Default theme for users who have not set a specific one in their profiles.

- Limit for search and filter results:
A Maximum amount of elements (rows) to be displayed in web  -interface lists.

A Example: set to 100 - only 100 elements (items, hosts, templates) will be displayed, and bottom of
the page will show:  Dispiaying 1 to 50 of 100+ found

Linked templates

“-Max number of elements to show inside a table cell. 1, 2, Element

W Show Warning if Zabbix server is down. ! Zabbix server is not running: the information displayed may not be current.
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ADMINISTRATION- AUTOREGISTRATION
Configure the encryption level for active agent  autoregistration

“+Encryption level (one or both):
A No encryption - unencrypted connections are allowed.
A PSK- TLS encrypted connections with a pre -shared key are allowed.
A PSK identity:
A pre-shared key identity string;
A available, if 'PSK' is selected:;
A is transmitted unencrypted over the network to inform a receiver which PSK to use.

WwRSK.
A pre-shared key (an even number of hexadecimal characters);
A max length varies based on encryption library used.

Encryption level |+ Mo encryption

| PSK
* PSK identity | psk001

*PSK | 14b97461a7cl045b931c963065002c5473194052
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ADMINISTRATION- HOUSEKEEPING
The housekeeper is a periodical process, executed by Zabbix server.

Housekeeping v

+Removes outdated information

+Information deleted by user T ——

* Internal data storage periof

* Network discovery data storage perio

Q
°

* Autoregistration data storage perio

After removing an item/trigger:

Services

Enable internal housekeeping v

- Deletes generated problems

“Removes historical data

Enable internal housekeeping v

* Data storage period = 365d

User sessions

Enable internal housekeeping v

Override item history/trends period:

History

“-QOverrides values set for individual items et st rusossn

Override item history period

* Data storage period

+Won't affect items with "Do not keep history/trends"

Trends

Enable internal housekeeping v
Override item trend period

* Data storage period

Update Reset defaults
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ADMINISTRATION- IMAGES

Images are stored in the database.

“The Type selector in the upper right corner allows you to switch between:
A Icons (used to display network map elements)
A Backgrounds (used as background images of network maps)

Images v Type | lcon v
Background
Cloud_(24) Cloud_(48) Cloud _(64) Cloud_(96) Cloud_(128)

+Adding an image:

A press [Create icon]; *Name | New icon name
A browse for the icon flle, *Upload | Browse... New icon.png
ey

A press [Add].

@ Maximum image size is limited by: ZBX_MAX_IMAGE_SIZE, which is 1024%x1024 bytes or 1 MB.
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ADMINISTRATION- ICON MAPPING
Create mapping of certain hosts with certain icons.

- Host inventory field information is used to create mapping.
+-Used in maps configuration to assign appropriate icons to matching hosts automatically.

Icon mapping v
Name lcon map
Training icon mapping Type (Full details): Linux = Server_(96)

Type (Full details): Switch = Switch_(96)

To create a new icon map, click on [Create icon map] in the upper right corner.

*Name | Training icon mapping

* Mappings Inventory field Expression Icon Action
1: | Type (Full details) ~ | | Linux Server (96) % l Remove
2: | Type (Full details) v | | Switch Switch_(96) v |~ Remove
Add
Default Cloud_(24) %
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ADMINISTRATION- GLOBAL REGULAREXPRESSIONS

- Perl Compatible Regular Expressions (PCRE) are supported
- EXpression can be used in several places by referring to its name prefixed with "@"

*Name | Zabbix agent log - rejected server connections *Name | Zabbix agent log - rejected server connections
Type | Zabbix agent (active) ~ I'Efe re n Ce Type | Zabbix agent (active) |~ reg eX
*Key | log['/varllog/zabbix/zabbix_agentd.log" [ @Agent log regular expression”] Select “Key | log["/var/log/zabbix/zabbix_agentd.lgg”,"failed to accept”] Select

Regular expressions v

Name Expressions

Agent log regular expression 1 » failed fo accept [Character string included]

File systems for discovery 1 » "(birfs|ext2|ext3|extd|reiser|xfs|fis|ufs|jfs[ifs2|vxfs|nfs|apfs|refs|ntfs|fat32|zfs)$ [Resultis TRUE]

Netwaork interfaces for discovery 1 » "Software Loopback Interface [Result 1s FALSE]

2 » ™(In)?[LIjoop[Bblack[0-9._T"$ [Resultis FALSE]

3 » “NULL[0-9]$ [Result is FALSE]

4 » "UJo[0-9.]$ [Result is FALSE]

5 » "Sslystem$ [Result is FALSE]

6 » "“Nu[0-9]% [Result is FALSE]
Storage devices for SNMP discovery 1 » "™(Physical memory|Virtual memory|Memory buffers|Cached memory|Swap space)$ [Result is FALSE]
Windows service names for discovery 1 » “(MMCSS|gupdate|SysmonLog]clr_optimization_v2.0.50727_32|clr_optimization_v4.0.30319_32)$ [Result is FALSE]
Windows service startup states for discovery 1 » ™automaticlautomatic delayed)$ [Result is TRUE]

1 selected Delete
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ADMINISTRATION- REGULAREXPRESSIONBUILDER

Press [New regular expression] button to add a new expression. EXxpressions tab
allows to set name and add subexpressions.

- |f several subexpressions are defined, Zabbix uses AND logical operator to calculate the
result.

“The Test tab allows to test e xpressions with any test string you provide.

Reqular expressions v

Test
Expressions  Test
Test string | loopback
* Mame | Metwork interfaces for discovery
* Expressions  Expression type Expression Delimiter Case sensitive Action

Resultis FALSE ~ | | “Software Loopback Interface v Remove

Resultis FALSE ~ | | M(In)?[LIjoop[Bblack(0-9._I"% v Remov

Resultis FALSE ~ || *NULL[0-9T'% v Remove
Resultis FALSE | | "1Sslystem$ v Remove Result Expression type Expression Result
Resultis FALSE ~ | | ANU[0-91%% v Remove Result is FALSE ASoftware Loopback Interface TRUE
fudd Result is FALSE *(In)?[LIJoop[Bb]ack[0-9._]"$ FALSE
[_ctone | [ Dslete | [ Cancel | Result is FALSE ANULL[0-9.]"$ TRUE
Result is FALSE AlLllo[0-9.]"$ TRUE
Result is FALSE A[Ss]ystem$ TRUE
Result is FALSE ANu[0-9.]*$ TRUE
Combined result FALSE

[ Clone I l Delete I [ Cancel I

@ https://www.zabbix.com/documentation/5.0/manual/reqular expressions
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ADMINISTRATION- MACROS
This section allows to define system -wide macros.

- Two types:
A Text - value visible to other users
A Secret - masked value

- Adding a description is also supported.

Macros v

Macro Value Description
{$MYSQL PASSWORD} Default mysq| password Remove
{SMYSQL USERNAME} root Default mysql user Remove
{$PROBLEM} 1 Makes triggers go in problem state (OR), allows or pre Remove
vents (AND)
{($SNMP_COMMUNITY} public Remove
{$TRAINING.SERVER} training.lan Remove
Add
T Text

B Secret text

@ https://www.zabbix.com/documentation/5.0/manual/config/macros/usermacros
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ADMINISTRATION- VALUE MAPPING

Manage value maps.
+-Used to present incoming data in a human -readable format.
- Can be exported/imported.

Value mapping v

Name a Value map Used in items
Alarm state 0= 0Ok Yes

1 = Alarm
APC Battery Replacement Status 1 = unknown

2 = notlnstalled

3= ok

*Name | Alarm state

* Mappings  Value Mapped to Action
0 = Ok Remove
1 = Alarm Remove
Add

l Clone \ l Delete \ { Cancel ‘

@ https://www.zabbix.com/documentation/5.0/manual/config/items/mapping
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ADMINISTRATION- WORKING TIME
System-wide parameter, which defines working time.

“Working time - white background in graphs.

“~Non-working time Zz grey. Training-VM-XX: CPU load

30

09:30
13:30

o ¢ o 2 H

08:30

+See Time period specification page for description of the time format.

- Support of user macros. Working time +

* Working time | [1-5,09:00-18:00

Update
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ADMINISTRATION- TRIGGER SEVERITIES
Customize trigger severity names and colors.

- Paste a new color code or select a color from the palette.

Trigger severities v

* Not classified | Not classified 97AAB3
* Information | Information T499FF
*Warning | Warning FFC859
* Average | Average FFA059
*High | High E97659
* Disaster | Disaster .
HEEEEEN HEN
HEEEEEENNN
Custom severity names affect all locales and require manual translation!
HEEE H
I . [ — 11

@ If frontend translations are used, custom severity names will override translated names.

@ https://www.zabbix.com/documentation/5.0/manual/config/triggers/customseverities
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ADMINISTRATION- TRIGGERDISPLAYINGOPTIONS
Customize how trigger status is displayed in the frontend.

“-Enable: "Use custom event status colors" option to make adjustments.
- Different colors for acknowledged/unacknowledged problems.

- Set custom time period for:
A displaying OK triggers;
A blinking upon trigger status change.
A Time suffixes are supported in the period fields, e.g. 5m, 2h, 1d

Trigger displaying options v

Use custom event status colours
* Unacknowledged PROBLEM events . CC0000 ~ | blinking
* Acknowledged PROBLEM events . CC0000 ~ | blinking
* Unacknowledged RESOLVED events . 009900 +| blinking

* Acknowledged RESOLVED events |[JJj 009900 v blinking

* Display OK triggers for | 5m

* On status change triggers blink for | 2m

@ Maximum value is 86400 seconds (24 hours).
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ADMINISTRATION- FRONTENDMODULES

Frontend modules:
+-view all registered modules;
-available to Zabbix Super Admin user type only;
+-allow to enable or disable specific module;
“new modules are added in the disabled status;
-every module has its own configuration page.

Modules

Filter Y

Name Status n Enabled Disabled

Example module 1.0 Some Author Example module.

Simple hosts page 1.0 Custom hosts list page module
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ADMINISTRATION- OTHERCONFIGURATIONPARAMETERS

Additional frontend parameters:

- Refresh unsupported items Other configuration parameters v
A how often to check unsupported items
. * Refresh unsupported items
.'\A’-Group for dlscovered hOStS Z for Group for discovered hosts | Discovered hosts e
A Network dISCOVEI'y Default host inventory mode Manual | Automatic
A Agent aUtOI'GQIStI’atIOn User group for database down message | Zabbix administrators £
++Default host inventory mode - affects: ot SR

A New hosts
A Host prototypes

+-User group for database down message:
A User group for sending alarm message or 'None'

A Notification consists of the following content

A [MySQL|PostgreSQL|Oracle ] database <DB Name> [on <DB Host>:<DB Port>] is not available: <error
message depending on the type of DBMS (database)>

“Log unmatched SNMP traps:

A Check to log SNMP traps to zabbix_server.log if no corresponding SNMP interfaces have been
found.
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ADMINISTRATION- PROXIES

Administration > Proxies

- Listing of existing proxies with their details:

Proxies
Fiter Y
Name ‘ Mode RBEAGVAR Active Passive
Name a Mode Encryption Compression Last seen (age) Host count ltem count Required performance (vps) Hosts
Riga office proxy Active m m 3s 2 52 0.74 linux01.training.lan, linux02.training.lan

Displaying 1 of 1 found

0 selected

+-Mass editing options:
A Enable hosts - change the status of hosts monitored by the proxy to Monitored.
A Disable hosts - change the status of hosts monitored by the proxy to Not monitored.
A Delete - delete the proxies.

@ .../5.0/manual/ web interface /frontend sections /administration/proxies
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ADMINISTRATION- AUTHENTICATION

/. Zabbix 5.0 Certified Specialist 5 Day 5

Administration > Authentication
Supported mechanisms:

- |nternal
+LDAP

WHTTP
A Any mechanism supported by
the web server.

+SAML 2.0 authentication

Authentication HTTP settings

Enable HTTP authentication

Default login form

Remove domain name

Authentication  HTTP settings  LDAP settings  SAML settings " .
Case sensitive login
Default authentication m LDAP
Update

@ .../5.0/manual/

web interface /[ frontend sections

Authentication = HTTP settings

Enable LDAP authentication
* LDAP host

* Port

* Base DN

* Search attribute

Bind DN

Case sensitive login

Bind password

Test authentication

LDAP settings  SAML settings

* Login

v 1ssword

‘Zabbix login form

Zabbix login form
HTTP login form

v
Update

LDAP settings

SAML settings

(Vg
Idap://za00.zabbix.com

389

Authentication HTTP setlings

DC=zabbix,DC=com
Enable SAML authentication
sAMAccountName

* IdP entity 1D

CN=zabbix-ldap,OU=User:
* 530 service URL

v SLO service URL

[YTYYYYYYY] * Username attribute

[must be a valid LDAP user] " SP entity ID

) SP name ID format
zabbix-Idap

Sign
[YTTYTYTYY]

Encrypt

Case sensitive login

/administration/authentication

LDAP setlings  SAML settings
v
https:/fiwebauth.airport.com/idp

hitps://idp_airport.com/idp/profile/SAl

uid

hitps:/iintranet.jfi.airport.com/sp

Messages
Assertions

«'| AuthN reguests
Logout requests

Logout responses

Name 1D

Assertions

"
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ADMINISTRATION- AUTHENTICATIONTYPES
By default, internal Zabbix authentication is used globally.

+-Usernames and passwords are stored in Zabbix database.
A New users already have strong password encryption.

A Users that upgrade to 5.0 need to reset passwords for all users, so that they can use the new
encryption instead of md5

To change authentication type:
HTTP- navigate to the HT TP settings tab and enter authentication details.
- LDAP - select LDAP as Default authentication and enter details in the LDAP settings tab.
“SAML - navigate to the SAML settings tab and enter authentication details.

Different authentication types can be used at the same time.

“For example, some users may use LDAP, others Internal authentication.
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ADMINISTRATION- USER GROUPS
User group list: User group properties:

W Shows user count “Members

+-Shows individual members - All access rights are group -based
“-Special groups

Filter
Name Status B4 Enabled Disabled
Name a # Members Frontend access Debug mode Status
Disabled Users 1 guest System default Disabled Disabled
Enabled debug mode Users System default Enabled Enabled
Guests Users 2 guest, john.smith (John Smith) Internal Disabled Enabled
No access to the frontend Users Disabled Disabled Enabled
Production (Read) Users 1 john.smith (John Smith) System default Disabled Enabled
Production (RW) Users 1 meggy.wilson (Meggy Wilson) System default Disabled Enabled
Testers Users 1 john.smith (John Smith) System default Disabled Enabled
Users Users 1 robert.johnson (Robert Johnson) System default Disabled Enabled
Zabbix administrators Users 1 Admin (Zabbix Administrator) System default Disabled Enabled
Displaying 9 of 9 found
1 selected [ Enable I [ Disable I [ Enable debug mode I [ Disable debug mode I I Delete ]

@ .../5.0/manual/ web interface /[ frontend sections /administration/ user groups
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ADMINISTRATION- USER GROUPS

Administration > User groups:
- Group users for organizational purposes
- Assign permissions
- Control frontend access
- Switch debug mode on/off

User groups

Usergroup  Permissions  Tag filter

* Group name  Testers

Wl john.smith (John Smith) X | meggy.wilson (Meggy Wilson) %X Select

Frontend access System default ~
Enabled v

Debug mode

I Delete I I Cancel ]
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ADMINISTRATION- ASSIGNINGPERMISSIONS
Select host groups and set access levels.

“-"Include subgroups" option allows to access nested groups

User group  Permissions  Tag filter

Permissions  Host group Permissions
All groups None
Production Read Deny None
Training (including subgroups) Read-write Deny | None
Training/Templates Read-write Read None
Select Read Deny None

Include subgroups

Add

l Delete ] [ Cancel l

@ Permissions can be assigned on the user - group level only!
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ADMINISTRATION- PERMISSIONASSIGNING

The Tag filter tab.

+-Tag-based permissions to allow user groups see problems filtered by tags.

Usergroup  Permissions  Tag filter

Permissions  Host group Tags Action
Production Environment: Prod Remove
Testing/Templates Environment: Test Remove
Zabbix servers Location: Riga Remove

Select

+| Include subgroups

Add

I Delete I l Cancel l

Z Zabbix 5.0 Certified Specialist © Day 5 © 2020 by zZabbix. All rights reserved Theory q‘ﬁl 25



ADMINISTRATION- USER GROUPS

Special groups:
W Guests
A For limited users (no access to anything by default)

- Disabled:
A Deny access to frontend and AP

- Enable debug mode:
A Diagnose performance problems with frontend pages

“No access to the frontend:
A API accessworks even if frontend access is denied

Recommended settings if using external authentication:

“\-create user group "Internal users"; * Group name | Internal users
A set Frontend access to Internal Users

“have at least one Super Admin with internal authentication.

Frontend access | Internal v
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ADMINISTRATION- USER LIST

Major detalls:
“|s online/last access

- Login blocking:
A After unsuccessful logins
A Super Admin can unblock

Users
Alias Name
Alias a Name Surname User type
john.smith John Smith Zabbix Admin
meggy.wilson Meggy Wilson Zabbix Admin
1 selected [ Unblock l l Delete I

@ Blocking settings can be changed in /

Production (RW)

Access detalls:
- Frontend access
“-Debug mode
- Status

Filter Y/

Surname Usertype | Any | Zabbix User [Valolsh@ieinllify  Zabbix Super Admin

Is online? Login Frontend access Debug mode Status
Guests, Production (Read), Testers No Ok Internal Disabled Enabled
No Ok System default Disabled Enabled

Displaying 2 of 2 found

usr /share/zabbix/include/ defines.inc.php file
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ADMINISTRATION- USER DETAILS

Detalls:

User Media Permissions

W Alias/username, name, surname

* Alias  meggy.wilson

+Password reset Name | Meggy

Surname | Wilson

- Group membership - Select

Frontend language and theme

Password Change password

“f"AUtO -|Og|n and |OgOUt Language English (en GB) w7
"\A" RefreSh Theme System default v
Auto-login
“-Rows per page Auto-logout
+URL after login Rt 2
* Rows per page 50
AA’ M ed Ia URL (after login)

[ Delete l I Cancel ]

Users can set some of these in their profiles.

@ https://www.zabbix.com/documentation/5.0/manual/config/users and usergroups/user
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ADMINISTRATION- USERMEDIA AND PERMISSIONS
“The Media tab contains a list of all media defined for the user.

User Media Permissions

Media Type Send to When active Use if severity ~ Status  Action
Email meggy.willson@zabbix.com 1-5,08:00-18:00 (Nl W AJB Enabled Edit Remove
MS Teams meggy.willson 1-7,00:00-24:00 W IANE cnabled Edit Remove
SMS +37123456789 1-7,00:00-24:00 BB Enabled Edit Remove
Add

I Delete I l Cancel l

“The Permissions tab contains information about the user type and host groups the user
has access to.

User Media Permissions

User type | Zabbix Admin
Permissions  Host group Permissions
All groups None
Production Read-write
Training (including subgroups) Read
Training/Templates Deny

Permissions can be assigned for user groups only.

I Delete I l Cancel l
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ADMINISTRATION- PERMISSION SYSTEM

W Zabbix User:

A Has access to the Monitoring, Inventory and Reports menus.
A No access to any resources by default.
A Any permissions to host groups must be explicitly assigned.

w-Zabbix Admin:
A Has access to the Monitoring, Inventory, Reports and Configuration menus.
A Has no access to any host groups by default.
A Any permissions to host groups must be explicitly given.

- Super Admin:

“-Has access to everything.
A Can't revoke access by denying specific host groups.

User type
Permissions Zabbix admin Zabbix super admin
Read only Full Full
Read only Read only Read only Full
None None Full

@ Read Write overrides Read only.

@ https://www.zabbix.com/documentation/5.0/manual/config/users and usergroups/permissions
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ADMINISTRATION- FRONTEND SCRIPTS
Avallable in (click on a host name z the menu will pop -up):

"\A" MOﬂItOrlng > HOStS Zabbix/Reload server cache .
"\A" P ro b I e m S zabbix server -R config cache reload

zabbix server [12708]: command sent successfully
+-Dashboard

Detect operating system
aps

Traceroute
"\f\" O . Zabbix > Reload server cache
Ve rVI eW Zabbix Agent version
EXxit code Is checked.
Name a Type Execute on Commands User group Host group Host access
Detect operating system Script  Server (proxy)  sudo /usr/bin/nmap -0 {HOST.CONN} Zabbix administrators All Read
Ping Script ~ Server (proxy) ping -c 3 {HOST.CONN}; case $? in [01]) true;; *) false;; esac All All Read
Traceroute Script  Server (proxy) /bin/traceroute {HOST.CONN} All All Read
Zabbix/Reload server cache Script  Server zabbix server -R config cache reload Zabbix administrators Zabbix servers Write
Zabbix/Zabbix Agent version Script  Agent zabbix_agentd -V | head -nl Zabbix administrators Zabbix servers Write

Displaying 5 of 5 found

0 selected

@ .../5.0/manual/ web interface [/ frontend sections /administration/scripts
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ADMINISTRATION- FRONTEND SCRIPTS

Scripts

*Name | Zabbix/Reload server cache

Execute on = Zabbix agent | Zabbix server (proxy)

*Commands | zabbix server -R config cache reload

Description | Force reloading of Zabbix servers configuration cache

User group | Zabbix administrators e

Host group | Selected |~ Execution confirmation

Zabbix servers % Really???
Required host permissions Read m

Enable confirmation |+

Confirmation text | Really??? Test confirmation
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ADMINISTRATION- FRONTEND SCRIPTS

Parameter Definition

Name Unigue name of the script (<submenu/submenu.../>script).
Type Script or IPMI command.
Execute on Script will be executed on Zabbix server, proxy or agent.
Commands All commands to be executed within the script.

Some macros are supported.
User/host group User/host group that the script is available.
Required host permission Permission level for the host group (Read or Write).
Enable confirmation Display a confirmation message before executing the script.
Confirmation text Custom confirmation text for the confirmation popup.

Z Zabbix 5.0 Certified Specialist 0 Day 5 © 2020 by Zabbix. All rights reserved Theory f{‘ﬁ' 41



AUDIT

Reports > Audit
~Track log in/log out of users.

“-View records of changes made in the frontend.
A Time
A IP address of connected user
A Username e
A ACtIOn < Zoom out Last3 hours @

A I D From | now-3h Last 2 days Yesterday Today Last 5 minutes

Last 7 d Day bef terd. Tod f Last 15 minut
To | now ast 7 days ay before yesterday oday so far as minutes
A D escri ti O n Last 30 days This day last week This week Last 30 minutes
p Apply Last 3 months Previous week This week so far Last 1 hour
A D etal IS Last 6 months Previous month This month Last 3 hours
Last 1 year Previous year This month so far Last 6 hours
Last 2 years This year Last 12 hours
This year so far Last 1 day
Time User P Resource Action ID Description Details
2020-04-30 john.smith 85.2564.75.78 User Logout 0
17:48:34
2020-04-30 john.smith 85.254.75.78 Host Update 10338 linux01.training.lan hosts.description: => Dummy linux
17:48:29 server
2020-04-30 john.smith 85.254.75.78 User Login 0
17:48:03
2020-04-30 meggy.wilson 85.254.75.78 User Logout 0
17:47:42
2020-04-30 meggy.wilson 85.254.75.78 Host Add 10340 Jira
17:46:20

@ .../5.0/manual/ web interface /frontend sections /reports/audit
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ADMINISTRATION- ACTIONS LOG

Reports > Action Log

- Displays details of executed operations within actions.
A Notifications (emails, sms, etc.)
A Remote commands and scripts

Action log
<  Zoom out ECENTNON Fiter
Recipient | john.smith Select
Time Action Type Recipient Message Status Info
2020-04-30 18:07:07 Report problems to Zabbix administrators mail.training.lan john.smith (John Smith) Subject: Sent
John.smith@fraining.lan Problem: SSH service is down on Training-VM-XX
Message:
Problem started at 18:07:04 on 2020.04.30
Problem name: SSH service is down on Training-VM-XX
Host: Training-VM-XX
Severity: Average
Operational data: Up (1)
Original problem ID: 1212
2020-04-30 18:06:19 Report problems to Zabbix administrators mail.training.lan john.smith (John Smith) Subject: Sent

John.smith@fraining.lan Problem: CPU Load is very high on Training-VM-XX

@ .../5.0/manual/ web interface /[ frontend sections /reports/ action log
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ADMINISTRATION- QUEUE

The Queue:

“-is for expected arrival of values (nothing received);
“-shows amount of items per type;

+-displays only items with update intervals;

“-1s retrieved directly from Zabbix server using JSON protocol (available only if Zabbix server
iS running)- Queue overview v

ltems 5 seconds 10 seconds 30 seconds 1 minute 5 minutes More than 10 minutes

Zabbix agent 0

Zabbix agent (active)
Simple check
SNMP agent
Zabbix internal
Zabbix aggregate
External check
Database monitor
HTTP agent

IPMI agent

SSH agent
TELNET agent

JMX agent

o o o o o o o o o o o o o o
o o o o o o o o o o o o o o
(=] o (=] o (=] o (=] o (=] o (=] o (=] o
o o o o o o o o o o o o o o
o o o o o o o o o o o o o o

o o o o o o o o o o o o

Calculated

@ https://www.zabbix.com/documentation/5.0/manual/config/items/queue
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ADMINISTRATION- QUEUE
Per proxy information:

Queue overview by proxy v

Proxy 5 seconds 10 seconds 30 seconds 1 minute 5 minutes More than 10 minutes
New York proxy 0 16 19 1 0 0
Riga office proxy 0 0 0 0 0 0
Tokyo proxy 0 17 5 0 0 0
Total: 4
Queue details provide opportunity to view delayed items:
Queue details v
Scheduled check Delayed by Host Name Proxy
2020-04-30 14:25:10 3h 46m 45s Training-VM-XX Active checks Interface eth0: Outgoing traffic” (bytes per second)
2020-04-30 14:25:10 3h 46m 45s Training-VM-XX Active checks Interface eth0: Outgoing traffic” (bits per second)
2020-04-30 14:25:10 3h 46m 45s Training-VM-XX Active checks Interface eth0: Incoming traffic” (bytes per second)
2020-04-30 14:25:10 3h 46m 45s Training-VM-XX Active checks Interface eth0: Incoming traffic” (bits per second)
2020-04-30 14:25:10 3h 46m 45s Training-VM-XX Active checks CPU load

Displaying 5 of 5 found
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QUEUEDURING AN ISSUE
Should have received data N seconds/minutes ago, but did not.
The gueue is retrieved directly from Zabbix server.
Possible reasons:
- Zabbix proxy/agent is down or misconfigured.
+-Check is slow/timed out.

- Performance issue (Zabbix server, proxy or DB).

Queue overview v

ltems 5 seconds 10 seconds 30s 1 min 5 mir More than 10 minutes

C— 0 : : : : e
Zabhix agant {actve] ] ] ] ] ] ]

SHMP1 apent Q a a a a _
ShMPE sgent 4] u ] ] 1] 4]

SMMPT agent o n n a n Q

Zebbhix internal 4] a a a a _
Zabhix aggregate v} il il il il ¥}

@ Use special internal item zabbix[queue,<from>,<to>] monitor the queue in Zabbix
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PRACTICAL SETUP

1. Create a frontend script:

- Name: Zabbix/Zabbix configuration cache reload
- Commands: zabbix_server -Rconfig_cache_reload

2. Give proper permissions to Zabbix Administrators to allow them
run the script.

3. Limit script execution to Zabbix server host group only.
4. Make sure your script works.

@ Advanced task: Configure server for the " Detect operating system " script to work
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GRAPHS- OVERVIEW

Graphs:
- Create visual representation of what is going on 7 instead of viewing just numbers
- Grasp the data flow at a glance
- Correlate problems
+-Trace when something has started
+Make a presentation of future issues (when something might become a problem)
+An easy way to look deep into history and compare data.
Zabbix provides users with:
“Built -in simple graphs of single item data.
“The possibility to create complex customized graphs.
- Quick access to a comparison of several items through the ad -hoc graphs.

“~Modern customizable vector graphs.
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GRAPHS- OVERVIEW

Time period selector:
- Allows to select common required periods with a single mouse click.

“ The From/To fields display the selected period in either:
A Absolute time syntax in the format:  yyyy-MM-dd hh:mm:ss

A Relative time syntax - can contain mathematical operations ( - or +)
A One: now-1d, now -1w, now -1y
A Or several: now -1d-2h+5m, now -1M-12h+30m

< Zoom out Last 15 minutes (© [FICENTE

From | now-15m Last 2 days Yesterday Today Last 5 minutes
» yesterday Today so far Last 15 minutes
To | now « 2020 > _ :

ist week This week Last 30 minutes

4 Ma >

el Y reek This week so far Last 1 hour

M T W T F S 8§ .
nonth This month Last 3 hours

27 28 29 30 1 2 3

ear This month so far Last 6 hours
4 6 7 8 9 10

1 12 13 14 15 16 17 This year Last 12 hours

18 19 20 21 22 23 24 This year so far Last 1 day

@ https://www.zabbix.com/documentation/current/...# time period selector
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SIMPLE GRAPHS (AEHOC)

Monitoring > Latest data
- Simple graphs provide an easy and fast way to visualize item data.
- Simply click on the Graph link for the respective item to open the graph.

“-Zoom in using the mouse.

v Host Name a Last check Last value Change
v Training-VM-XX Network (2 Items) 1
Interface ethO: Incoming traffic 2020-06-13 16:31:16 2708 -80 B Graph
Interface eth0: Outgoing traffic 2020-06-13 16:31:17 452 B -1.35 KB Cfaph
Displaying 2 of 2 found
Training-VM-XX: Interface eth0: Incoming traffic" (bytes per second) ~

ast min av X
B Interface ethO: Incoming traffic” (bytes per second) [all] 9208 4758 1.13 kKB 3.2KB

Z Zabbix 5.0 Certified Specialist © Day 5 © 2020 by zZabbix. All rights reserved Theory f{‘ﬁ' 54



SIMPLE GRAPHS (AEHOC)
Select several items and switch between:

- Stacked

v Host Name a Last check
Normal v TraningVMXX Network (2 ltems)
d Interface ethO: Incoming traffic 2020-06-13 16:32:16
Interface ethO: Outgoing traffic 2020-06-13 16:32:17

Display graph

2 selectec ‘ Display stacked graph ‘

Graph type m Stacked

Training-VM-XX: Item values

Graphtype | Normal Stacked 16 KB

- 12 KB A
Training-VM-XX: Item values \
16 KB
12KB
8KB
4KB
08 -
o o last min avg max
2 > [ Interface eth0: Incoming traffic  [avg] 293B 76B 395.38B 1.28 KB
o M Interface ethO: Outgoing traffic  [avg] 172KB  29B 164KB 12.03KB
last min avg max
B Interface ethO: Outgoing traffic  [avg] 1.72KB  29B 1.87KB  13.11 KB

W interface eth0: Incoming traffic  [avg] 293B 76B 4053385B 1.28 KB
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