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COPYRIGHT NOTICE
Rules

It is prohibited to make any video and/or audio recordings during the whole period of this course.

This course is intended only for the officially enrolled student. Subject to the Copyright Notice below , the student is not allowed to 
share his credentials for attending this course, to allow others to join and take part, or otherwise make use of these Materi als.

Copyright notice

© Zabbix, 2020. All rights reserved.

Unless otherwise indicated, Zabbix owns the copyright and other intellectual property rights in the text, graphics, informati on,
designs, data, verbal/audio/video presentations and files, comments, drawings, exam questions and exam answers, and other 
training content, lab manuals and practical tasks, and training courses themselves (further ɀMaterials).

The Materials are protected by watermarks, copyright statements, and other means. It is prohibited to remove any of watermark s 
and copyright statements, or in any other way to amend or change the content or appearance of the Materials.

Any unauthorized reprint, publication, reproduction, sharing, or use of the Materials is prohibited. No part of the Materials may be 
reproduced, transmitted, or published in any form or by any means, electronic or mechanical, including photocopying, recordin g, 
or by any information storage and retrieval system without the express signed written permission from Zabbix.

All course Materials made available to the student during the course of the training may be used solely by the student enroll ed in 
the relevant course for personal and educational purposes only. Materials provided to the student should be treated as 
confidential information shared with the student only for the purpose of the student performing Zabbix Certified training.

The student acknowledges that damages alone would not be an adequate remedy for the breach of this copyright and the student 
shall be entitled to the granting of equitable relief concerning any threatened or actual breach of any of the provisions of thi s 
Copyright notice.

Day 1
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GETTINGSTARTED
Facilities

Introduction

Background/company

Experience with CLI Unix like systems

Experience with Zabbix

Experience with other monitoring solutions

Current Zabbix deployments

Day 1

Questions at any moment are encouraged !

We suppose that attendees of this course have basic Linux knowledge .
For the practical tasks use the "Lab manual" - it provides all required
details .
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Monday Tuesday - Thursday Friday

09.00-11.30
Zabbix 5.0 Certified Specialist

10.00-11.30 Zabbix 5.0 Certified Specialist

11.30-11.45 Break

11.45-13.00 Zabbix 5.0 Certified Specialist

13.00-14.00 Lunch Break; Q/A session

14.00-15.30 Zabbix 5.0 Certified Specialist Advanced Topics

15.30-15.45 Break Certification and 
presentation of certificates15.45-17.50 Zabbix 5.0 Certified Specialist

DAILY SCHEDULE

Day 1
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AGENDA

Architecture Preparations Installation

Interface

&

Users

Definitions Monitoring

Hosts

&

Host groups

Items

&

Preprocessing

Agent-less 

Checks

Day 1
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Intro

Day 1
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FUNCTIONALITY

Trend prediction

Real-time monitoring

AD authentication

User roles and permissions

Problem detection

Tags

Pro -active monitoring

Visualization

Pre-processing

Flexibility

Bulk metric collection

Encryption

Aggregate monitoring

Native agents SLA monitoring

Inventory

Event correlation

Network discovery

Agent auto registration

Low Level Discovery

Templates

Distributed monitoring

API

Alerting

Web monitoring

Database monitoring

Java monitoring

IPv6

IPMI monitoring

SNMP monitoring

Zabbix is the ultimate enterprise - class monitoring 
platform

Day 1
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KEYPRINCIPLES OF DEVELOPMENT

Keep things simple (KISS)

Be efficient: use as few system 
resources as possible (memory/CPU 
usage)

Very high performance and high -
quality product

Low number of third -party 
dependencies

Day 1
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IMPORTANT DECISIONS
Written and distributed under the GPL (General Public License) version 2

Frontend

Open and customisable

Everything is stored in a relational database

C language for the server, proxy and agent

Best performance

Lowest footprint and resource usage

Linux agent uses less than a megabyte of RAM 

(736K on 64bit; excluding shared libraries)

GO language for the agent 2

provides more options for plugin developers

Can be used in an embedded environment

SQLite for proxy, very small footprint

Day 1
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Architecture

Day 1



© 2020 by Zabbix. All rights reserved 11TheoryZabbix 5.0 Certified Specialist ǒ

BASIC ARCHITECTURE

Day 1
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FRONTEND

DB SERVER

SINGLE SERVER

Day 1
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FRONTEND

DB SERVER

V Data collection
V Problem detection
V Events
V Notification

V Visualization
V Configuration management

V Data storage

INSTANCE ON SEPARATED SERVERS

Day 1
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Distributed monitoring

Day 1
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DISTRIBUTEDMONITORING - PROXY OVERVIEW
Zabbix provides an effective and reliable way of monitoring a distributed IT 
infrastructure using Zabbix proxies

Monitor behind firewalls, DMZ

Collect data in case of network issues

Remotely run custom scripts on monitored hosts

Collect data locally  and push data to a central Zabbix server 

https://www.zabbix.com/documentation/current/manual/distributed_monitoring

Day 1
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DISTRIBUTEDMONITORING - ACTIVE PROXY
Active proxy will connect to Zabbix server and request configuration data

Day 1
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DISTRIBUTEDMONITORING - PASSIVE PROXY
Zabbix server connects to the passive proxy

The server requires only one TCP connection to the proxy. 
ÅEasier to get around a firewall as only one firewall rule is needed

Day 1
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DISTRIBUTEDMONITORING - NOTES

Centralized monitoring

Proxy can collect data and perform preprocessing steps

Zabbix server controls configuration of all proxies

Supports any platform the server supports

Supports any database the server supports

Can use different DBs on the server & proxies

Can create SQLite DB automatically

Can buffer data in case of communication problems

Choose the direction of connection

Day 1

!! Don't use the same DB and schema for proxy & server!!!
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Preparations

Day 1
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PREPARATIONS
For Zabbix server to operate properly, the OS must be prepared.

Setup NTP client
ÅIt is very important to have a precise system date

ÅIt is strongly recommended to maintain synchronized system date on all systems Zabbix 
components are running on

Change time zone
ÅTo write correct timestamps in Zabbix logs

ÅZabbix server time zone is used for maintenance periods, time -based trigger functions, etc.

Firewall
ÅZabbix server will have a lot of outgoing/incoming connections to different devices and network 

ports; a firewall must be configured to allow this interaction

Built in access control systems may block Zabbix server components
ÅSELINUX

ÅAppArmor

ÅOther security tools

Day 1
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PREPARATIONS- NETWORK TIME PROTOCOL
To setup NTP on Centos8 "Chrony" can be used:

Install chrony

Enable and start

Check pool servers

Or use your own NTP server

If firewall is enabled:

Day 1

# dnf install chrony

# systemctl enable chronyd -- now

# firewall - cmd -- permanent -- add- service=ntp
# firewall - cmd -- reload

# chronyc sources

# vi /etc/chrony .conf
Add line: Server <IP/DNS>
# systemctl restart chronyd
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PREPARATIONSɀTIME ZONE
Show current time zone setup

Show the list of time zones

Set time zone

Wizard to find time zones

*Zabbix stores time for values in 
unixtime

When done , check the settings again 

Day 1

# timedatectl status

# timedatectl list - timezones | grep <name>

# timedatectl set - timezone Europe/Riga

# tzselect

# timedatectl status
Local time: Wed 2020 - 02- 19 15:26:25 EET

Universal time: Wed 2020 - 02- 19 13:26:25 UTC
RTC time: Wed 2020 - 02- 19 13:26:25

Time zone: Europe/Riga (EET, +0200)
System clock synchronized: yes

NTP service: active
RTC in local TZ: no
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PREPARATIONS- FIREWALL
Check status

Add exclusions for the web server, Zabbix server and Zabbix agent

Day 1

firewall - cmd -- permanent -- add- service=http
firewall - cmd -- permanent -- zone=public -- add- port=10051/tcp
firewall - cmd -- permanent -- zone=public -- add- port=10050/tcp
firewall - cmd -- reload

# systemctl status firewalld
ǒ firewalld.service - firewalld - dynamic firewall daemon

Loaded: loaded (/ usr /lib/systemd/system/ firewalld.service ; enabled ; vendor preset: enabled)
Active: active (running) since Wed 2020 - 02- 19 16:20:43 EET; 35min left

Docs: man:firewalld (1)
Main PID: 900 (firewalld)

!! In this training, we will not use a firewall. It is considered a Professional level topic. 
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PREPARATIONS- SELINUX
Check status

If enabled (enforcing):

need to introduce policies to allow processes to run and interact with each other 

To set it to permissive mode and disable on the next reboot

Make sure you have the latest policies installed.

Day 1

# sestatus
SELinux status:                 enabled
SELinuxfs mount:                /sys/fs/ selinux
SELinux root directory:         /etc/ selinux
Loaded policy name:             targeted
Current mode:                   enforcing
Mode from config file:          enforcing
ƛ

# setenforce 0
# vi /etc/ selinux /config
SELINUX=disabled

!! For this course, SELinux is disabled; its settings are covered in the Expert training. 
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Server, DB, GUI installation

Day 1



© 2020 by Zabbix. All rights reserved

ii

26TheoryZabbix 5.0 Certified Specialist ǒ

GETTING ZABBIX

There are five ways of getting Zabbix:

Install it from the official packages

Use Zabbix Cloud images

Deploy from containers

Download the virtual appliance

Download the latest source archive and compile it yourself

https://www.zabbix.com/download

Day 1

https://www.zabbix.com/download
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INSTALLFROM PACKAGES

Day 1
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ZABBIXCLOUD IMAGES

https://www.zabbix.com/cloud_images

Day 1

https://www.zabbix.com/cloud_images
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ZABBIX CONTAINER IMAGES

https://www.zabbix.com/container_images

Day 1

https://www.zabbix.com/container_images
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ZABBIX APPLIANCE

https://www.zabbix.com/download_appliance

Day 1

https://www.zabbix.com/download_appliance
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ZABBIXSERVER REQUIREMENTS

Operating system Database Additional libraries

Linux
Red Hat
Debian/Ubuntu
SUSE Linux

Solaris
AIX
HP-UX
FreeBSD
OpenBSD
MacOS

MySQL (5.5.62 - 8.0.x)
MySQL forks

MariaDB
Percona

PostgreSQL (9.2.24 or later)
TimescaleDB

Oracle (11.2 or later)

Elasticsearch
experimental
only for history

PCRE: libpcre3
Bulk metrics: libevent
Compression: zlib
SNMP: net-snmp
Web: libcurl
SSH: libssh2
IPMI: OpenIPMI
VMware: libxml2
ODBC: unixODBC
Encryption: OpenSSL 

Day 1

!! Use what is already familiar to you!
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INSTALLINGTHE SERVER FROM PACKAGES
RHEL/CentOS 

Debian/Ubuntu /Raspbian

SUSE Linux Enterprise Server

Day 1

# dnf install https://repo.zabbix.com/zabbix/5.0/rhel/8/x86_64/zabbix - release - 5.0 - 1.el8.noarch.rpm
# dnf clean all 
# dnf install zabbix - server - mysql

# wget https://repo.zabbix.com/zabbix/5.0/ubuntu/pool/main/z/zabbix - release/zabbix - release_5.0 -
1+focal_all.deb
# dpkg - i zabbix - release_5.0 - 1+focal_all.deb
# apt update
# apt install zabbix - server - mysql

# rpm - Uvh -- nosignature https://repo.zabbix.com/zabbix/5.0/sles/15/x86_64/zabbix - release - 5.0 -
1.el15.noarch.rpm
# zypper -- gpg- auto - import - keys refresh 'Zabbix Official Repository '
# zypper install zabbix - server - mysql
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CREATINGA DATABASE

Install MySQL Server

Start MySQL and set a root password

To connect to MySQL from the command line

Day 1

# dnf - y install mysql - server

# systemctl start mysqld
## Ȭn production systems secure your instance
# mysql_secure_installation

# mysql - u<user_name> - p < database_name>

Enter password: < your_password >

!! If you use older MySQL distributive, check this setting: innodb_file_per_table=on 
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CREATING A DATABASE
Log in to MySQL and create Zabbix database and user

character set utf8 - support for multilingualism

collate utf8_bin - case sensitiveness of stored data

Load compressed SQL files that contain

DB schema

Initial configuration

Pictures

Day 1

# mysql - uroot - p<password>
mysql> create database zabbix character set utf8 collate utf8_bin;
mysql> create user ' zabbix '@' localhost ' identified by ' P455w0RD';
mysql> grant all privileges on zabbix.* to ' zabbix '@' localhost ';
mysql> quit ;

# cd / usr / share / doc/zabbix - server - mysql - 5.*
# zcat create.sql.gz | mysql - uzabbix - pP455w0RD zabbix

!! Missing collation is known to cause failed queries
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FINALISING SERVER INSTALLATION
Configure Zabbix server 

Start Zabbix server

Enable auto start for the services

Day 1

# vi /etc/zabbix/zabbix_server.conf
DBHost=localhost
DBName=zabbix
DBUser=zabbix
DBPassword=P455w0RD

# systemctl start zabbix - server

# systemctl enable zabbix - server
# systemctl enable mysqld

!! If SELinux is in enforcing mode, new SELinux policies must be applied.
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CHECKINGSERVER INSTALLATION
Check status

Check the log file for errors

Day 1

# systemctl status zabbix - server

ǒ zabbix - server.service - Zabbix Server
Loaded: loaded (/ usr /lib/ systemd/system/ zabbix - server.service ; enabled ; vendor preset: disabled)
Active: active (running) since Sun 2020 - 05- 17 18:28:39 EEST; 17h ago

Process: 7263 ExecStop=/bin/kill - SIGTERM $MAINPID (code=exited, status=0/SUCCESS)
Process: 7266 ExecStart =/ usr / sbin / zabbix_server - c $CONFFILE (code=exited, status=0/SUCCESS)

Main PID: 7269 ( zabbix_server )
Tasks: 38

Memory: 54.6M

# tail /var/log/zabbix/zabbix_server.log

!! If you encounter critical error messages, resolve the problem before proceeding.
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ZABBIXSERVER - COMMAND LINE CONTROL
You can use the following command line parameters with Zabbix server

Server can be started with a different configuration file or/and in the foreground

Zabbix server runtime control options

https://www.zabbix.com/documentation/5.0/manual/concepts/server

Day 1

## to get more usage information:
# zabbix_server - h
## to get zabbix daemon version:
# zabbix_server - V

# zabbix_server -- runtime - control <option>
# zabbix_server -- runtime - control config_cache_reload
# zabbix_server -- runtime - control log_level_increase =1869
# zabbix_server - R log_level_decrease ="history syncer",4
# zabbix_server - R housekeeper_execute
# zabbix_server - R snmp_cache_reload

# zabbix_server - c / tmp/ test_zabbix_server.conf
# zabbix_server - f
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Frontend installation

Day 1
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Component Requirement

Browser Mozilla Firefox, Chrome, Safari, Edge, Opera
Other browsers (Vivaldi) may work as well

Back-end Apache (1.3.12 or later), Lighttpd, Nginx

PHP version 7.2.0 or later

PHP database 
support

php -mysql, php -pgsql , php-sqlora

PHP modules php -bcmath, php -gd(2.0.28 or later), php -xml(2.6.15 or later), 
php -xmlreader , php-xmlwriter ,ʋ php-session, php -net -socket, 
php -mbstring , PNG/JPEG/FreeType support, php -gettext , php-
ldap

Other requirements Some distributions might split out core PHP features in 
packages like php7 -ctype, php -session or php7 -xml/php7 -dom

FRONTEND - PHP REQUIREMENTS

https://www.zabbix.com/documentation/5.0/manual/installation/requirements

Day 1
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INSTALLINGFRONTEND FROM PACKAGES
RHEL/CentOS

Edit /etc/php -fpm.d/zabbix.conf to configure PHP
ÅUncomment and change time zone

Enable and start

Debian/Ubuntu/Raspbian

Edit /etc/zabbix/apache.conf to configure PHP (the same change as for the RHEL)

SUSE Linux Enterprise Server

Edit /etc/apache2/conf.d/zabbix.conf to configure PHP (the same change as for the RHEL)

Day 1

# dnf install zabbix - web- mysql zabbix - apache- conf

# apt install zabbix - frontend - php

; php_value[date.timezone] = Europe/Riga 

# zypper install zabbix - server - mysql zabbix - apache- conf

# systemctl start httpd php - fpm
# systemctl enable httpd php - fpm 
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EXAMPLE OF PHP CONFIGURATION
Edit /etc/php -fpm.d /zabbix.conf

Start and enable auto start for Apache

Day 1

# systemctl start httpd php - fpm
# systemctl enable httpd php - fpm

pm = dynamic ## php - fpm settings
pm.max_children = 50
pm.start_servers = 5
pm.min_spare_servers = 5
pm.max_spare_servers = 35

php_value [ session.save_handler ] = files
php_value [ session.save_path ]    = /var/opt/rh/rh - php72/lib/php/session/

php_value [ max_execution_time ] = 300
php_value [ memory_limit ] = 128M
php_value [ post_max_size ] = 16M
php_value [ upload_max_filesize ] = 2M
php_value [ max_input_time ] = 300
php_value [ max_input_vars ] = 10000
php_value [ date.timezone ] = Europe/Riga
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FRONTEND- CONFIGURATION WIZARD
Open Zabbix frontend from a web browser

http://<DNS or IP>/ zabbix

Day 1

!! If a firewall is enabled, add new firewall rules to allow HTTP traffic
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FRONTEND- CONFIGURATION WIZARD

The wizard creates : /etc/zabbix/ web/ zabbix.conf . php

Day 1
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1. Install
MySQL 8 server

Zabbix Server

Frontend

2. Create Zabbix DB

3. Configure :
Zabbix server

Frontend

4. Start and check status of
Web server

Zabbix server

5. Check log files to see if the server and all subprocesses have started

6. Login to the frontend using user: Admin, password: zabbix

60mDay 1 1
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Zabbix interface

Day 1
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INTERFACE- LOGIN SCREEN
In your browser open the URL: 

http://<ip_or_name>/zabbix

Day 1

Enter credentials
Username: Admin
Password: zabbix

Save cookie
Sign in = Login
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INTERFACEOVERVIEW

Day 1
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INTERFACE OVERVIEW
Main menu:

Is all about displaying data

Provides an overview of inventory data

Contains a variety of predefined reports

Contains sections for setting up Zabbix

Is for administrative Zabbix functions

Links:

Contact Zabbix support

https://share.zabbix.com

Link to the documentation

Current user profile settings

Log out

Day 1

https://share.zabbix.com/
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INTERFACE- PERMISSIONS

Access to the frontend menu sections depends on the user type .

Day 1

Zabbix User Zabbix Admin Zabbix Super Admin
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INTERFACEOVERVIEW

Menu can be collapsed to small icons or hidden completely

Global search is for hosts, host groups and templates

In the monitoring section , frontend can be switched to kiosk mode

To exit kiosk mode , point to the upper right corner and press

Day 1

Sidebar
Collapse or Hide 

Global search

Instance name
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INTERFACE- GLOBAL SEARCH
Type any string

If there are hosts that include the string, a dropdown will appear, listing all matching hosts

Day 1

Hosts

Templates

Host Groups
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INTERFACE- GLOBAL SEARCH
Each entry provides links to monitoring and configuration data

A simple way to open items configuration or list of problems

Day 1

configuration monitoring configuration

configuration configurationmonitoring

configuration
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How to create a new user

Day 1
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INTERFACE - USERS
Administration > Users

Shows a list of existing users 

Filter section to find specific ones

Single or multiple user: [Block]/[Unblock], [Delete]

To add a new user: Press the [Create user] button in the upper right corner 

Day 1
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INTERFACE- NEW USER
Fields in the user settings:

Alias will be used for login

Name, Surname 

Groups

Password

Language

Theme

Auto login/logout

Refresh rate of some pages

How many rows to display

URL - redirection after login

Day 1
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INTERFACE- USERMEDIA
User media settings:

Usually e-mail, phone number or other identifier

Active based on time period

Active based on severity

One or more user media

Not visible for Zabbix User

Day 1
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INTERFACE - USER TYPE
Pick User type:

Zabbix Super Admin: No limitations

Zabbix User and Admin: Permissions are based on Host groups and Tags

Day 1

!! Permissions will be reviewed later! For now we will use only Super Admin
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User profile

Day 1
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INTERFACE- USER PROFILE

Password

Select the interface language

Select a color theme

Auto login/logout

Refresh interval for Monitoring menu

Rows per page in the lists

Specific URL after login (instead of 
Monitoring > Dashboard) 

For Zabbix internal links use relative 
paths

Day 1
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INTERFACE- COLORTHEME
The system default theme can be set in the Administration > GUI section

Day 1
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INTERFACE- MESSAGING
Show desktop popup for events

Per user (can't be set by admin)

Timeout

Play sound once/10 sec/forever

Different sounds depending on severity

Snooze/mute

Show suppressed problems

Day 1
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PRACTICAL SETUP

62Practical task No:Zabbix 5.0 Certified Specialist ǒ

1. Create a new user group: Training

2. Create a new Zabbix user 
Alias: use your training virtual machine hostname (student -XX)

Create a secure password 

Other fields are optional

3. Add to the " Training" user group

4. User type: Zabbix Super Admin

5. Log out and log in with your newly created user

6. Change password for user "Admin" to "P455w0RD" 

15mDay 1 2

!! In all the following labs replace XX in names with your student number
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Definitions

Day 1
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ZABBIX- DEFINITIONS

Definition Description

Host Any device, system or application that you want to monitor

Host Group Logical grouping of hosts or templates

Item Source of information / metric

Application Logical grouping of items

Trigger Expression representing problem condition

Template Set of entities (items, triggers, etc.) ready to be applied to one or several hosts

Event Element state change

Tag Pre-defined marker for an event

Action Set of operations based on events filtered by conditions

Operation Execution of a command (notification, remote command, configuration change)

https://www.zabbix.com/documentation/5.0/manual/definitions

Day 1

https://www.zabbix.com/documentation/5.0/manual/definitions
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WORKFLOW
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Monitoring > Hosts
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MONITORING - HOSTS
Monitoring > Hosts 

Section provides an easy way to see the status 

Navigate to configuration, latest data, problems and other sections

See tags and number of problems for specific hosts

Day 1

Filters

Links to other
sections

Filters will be
adjusted 

automatically
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Monitoring > Overview
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MONITORING - OVERVIEW
Monitoring > Overview > Data

Performance data for a group of servers

Displays problems

Quick navigation to Graphs and Plain text data

Day 1

Values

Hosts

Items
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MONITORING - OVERVIEW
Monitoring > Overview > Triggers

Status of a group of servers

Different colours for different trigger severities

Blinking on a change

Quick navigation to Events and Graphs

Day 1

Problems

Acknowledge
OK
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Monitoring > Latest data

Day 1



© 2020 by Zabbix. All rights reserved 72TheoryZabbix 5.0 Certified Specialist ǒ

LATESTDATA VIEW
Monitoring > Latest data

Performance data for a selected server/group

Simple graphs

Plain text information

Configuration details

Day 1
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TIME SELECTOR
Time selector

There is a time period selector in the upper right corner

It allows to select the required period with a mouse click

This allows to show values for a specific time period

With [Zoom out] and arrows , users can shift or expand the graph time frame

Day 1
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SIMPLEGRAPHS
History (raw data)

Trends (min, avg, max)
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AD-HOC GRAPHS FOR SEVERAL ITEMS
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Select
multiple
items

Choose type

Switch type



© 2020 by Zabbix. All rights reserved 76TheoryZabbix 5.0 Certified Specialist ǒ

APPLICATIONS
Group of items

One application, many items

One item, many applications

Day 1
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